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1	Decision/action requested
It is requested to approve the solution to avoid UE connection to the false base station during handover
2	References

3	Rationale
This solution addresses the key issues #1 “Security of unprotected unicast messages” for RRC Reject message protection and Key issue #7 “Protection against Man-in-the-Middle false gNB attacks. Solution #6can be extended to include the following changes. However, for the sake of simplicity, this solution is added as a separate solution. 
4	Detailed proposal
********************* Start of Changes**********************
[bookmark: _Toc8414059][bookmark: _Toc8813124][bookmark: _Toc8813290][bookmark: _Toc8813458]6.Y	Solution #X: Security solution for UE to avoid connecting to the false base station during a handover procedure
[bookmark: _Toc8414060][bookmark: _Toc8813125][bookmark: _Toc8813291][bookmark: _Toc8813459]6.Y.1	Introduction
This solution addresses the security requirement in key issue #3 for preventing UE from connecting to false base station and key issue 7 Protection against Man-in-the-Middle false gNB attacks. Solution #6 can be extended to include following changes. However for the sake of simplicity this solution is added as separate solution.

[bookmark: _Toc8414061][bookmark: _Toc8813126][bookmark: _Toc8813292][bookmark: _Toc8813460]6.Y.2	Solution details
6.Y.2.1	Background
In false base station scenario, it is possible that fake base station is mimicking the system information and reference signals of the real base station and monitoring messages sent to the UE or by the UE. During handover, UE may send measurement report of the fake base station while it may get the genuine handover command for the real base station. Also, it is possible that UE sends preamble or contention-free preamble to the real base station while a fake UE is listening to it and sends fake Msg2 in response to the preamble. This Msg2 may arrive earlier than the genuine Msg2, which could result in HO failure and more power consumption to UE, as shown in figure 6.Y.2.1-1 below. The solution proposes to fix 
[image: ]
Figure 6.Y.2.1-1 HO procedure caused by false base station C
6.Y.2.2	HO procedure
Proposed HO procedure is shown in figure 6.Y.2.2-1. In this procedure, target gNB sends and allocates T-C-RNTI or a range of T-RNTI before sending the HO Request Ack. Target gNB also sends some of the information that it intends to send in MSG2. After receiving the handover command, UE initiates the synchronization to the target base station. It can send a preamble starting RACH. There are two options discussed in the solution when contention free preamble is used, and contention preamble is used. 

Figure 6.Y.2.2-1 HO procedure with Temporary C-RNTI in HO Command.
Step 1-4.) Upon receiving the HO request command, 
Target gNB sends the T C-RNTI in HO command (this is securely sent by Target to source and source to real UE), so only real UE knows what T C-RNTI is this.
The issue is to avoid the Msg2 attack from the fake base station. This issue is resolved if Real Target gNB includes this T C-RNTI in Msg2. 
If preamble can also be provided in HO command (i.e., the contention-free preamble is used), then fake UE cannot know this preamble and cannot send it to target as preamble is sent in HO command
In the case of the contention-free preamble, the target gNB allocates a temporary C-RNTI beforehand the UE, for which handover command is prepared and sends preamble in the handover command.  A contention-free preamble, which will be provided in the real Msg2, is also provided in the HO command beforehand by the target base station.  
Step 5) UE sends msg1 using Preamble received in the HO command.  The severity of the MITM threat is reduced as it assured that the M1 message is from genuine UE. 
Step 6) When UE receives the Msg2, it matches (or within range )the temporary C-RNTI provided in Msg2 with the one provided in the HO command. If it matches, then it received the real Msg2. If it does not match, the UE ignores the Msg2 and keep monitoring the Msg2 following legacy procedure.


[bookmark: _Toc8414062][bookmark: _Toc8813127][bookmark: _Toc8813293][bookmark: _Toc8813461]6.Y.3	Evaluation
If step 6 of the handover procedure fails, a replay attack is possible by false gNB.   
If First iteration, i.e. step 6(first try of step 6) of Random access procedure is successful using both the contention-free preamble and when the contention-free preamble is not configured then this solution will work in both cases, and the false base station will not be able to replay attack the step 6 in Figure 6.Y.2.2-1 .   
The proposed solution for the handover message for contention-free preamble has minimum impacts to the specification TS 33.501[7] and RRC procedure in TS 38.331[2].


********************* End of Changes**********************
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